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Conversational user interfaces (CUI) enable real-time communication between the buyer 
and the seller in electronic commerce based on natural spoken or written language. 
Although first insights reveal that customers have privacy concerns with CUI that prevent 
them from adoption, online retailers have especially and increasingly implemented 
messaging services (e.g., live chats on websites) combined with artificial intelligence. 
Against this background, and drawing on information systems and consumer research, 
the current research investigates how the mere presence of messaging services on 
websites influences website users’ privacy concerns. The results of two online experiments 
reveal that the presence of CUI evokes perceptions of a social presence that translate into 
perceptions of being watched, thus positively influencing the privacy concern. The 
findings of this study extend the those of previous research by revealing that perceived 
social presence elicited by the presence of CUI also yields negative effects. Moreover, the 
literature on privacy concerns is enhanced by providing an explanation for the effects of 
social presence. 
Keywords:  Conversational user interfaces, messaging services, social presence,  
privacy concerns, artificial intelligence 
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Introduction 
Technology brands such as Nikon use live chats in their online stores to speed up the customer care process 
by providing an immediate response to a customer’s inquiry (Gilliland 2017). Live chats are prominent 
examples of conversational user interfaces (CUI) that currently represent one of the megatrends in 
electronic (e-) commerce (Gartner 2018). In contrast to conventional service channels (e.g., e-mail, 
telephone), CUI enable real-time communication based on natural spoken or written language (Griol et al. 
2013). The most commonly used cases are messaging services (e.g., live chats embedded in websites or 
social networks) and voice assistants (e.g., Amazon Echo) (Baier et al. 2018). CUI are closely related to 
artificial intelligence (AI) because bots increasingly enable communication through CUI and the 
development of CUI (Baier et al. 2018). The current study focuses on the usage of live chats that are 
embedded in online stores because they currently attract the attention of retailers as they save on human 
resources and costs (Wünderlich and Paluch 2017).  
A survey of more than 2,000 consumers in different countries reveals that only one-quarter of the 
respondents want to use CUI in the future (Baier et al. 2018). The results of another study show that the 
interaction with AI is strongly associated with privacy concerns (Genpact 2017). Privacy concerns, in turn, 
are key obstacles in technology-mediated interactions with important downstream consequences (e.g., cart 
abandonment) (Kukar-Kinney and Close 2010). Despite these findings that emphasize privacy concerns as 
an important barrier to the usage of CUI, it remains unclear how the mere presence of CUI affects privacy 
concerns. Online retailers frequently integrate CUI, for instance, into their online stores. Hence, during 
interaction, CUI are available either by opening the website or via a pop-up after a certain time. In each 
case, CUI accompany the online shopping experience. Against this background, this research project 
examines the effect of CUI on customer privacy concerns and seeks to answer the following question: How 
does the mere presence of CUI affect privacy concerns? 
To provide answers to this question, this research contributes to the information systems literature in the 
following ways. First, this study is among the first to investigate the effect of CUI on situational privacy 
concerns. Thus, it advances the current state of research on CUI that is limited to the effects of CUI 
characteristics on service-related outcomes such as service quality (Araujo 2018; Wünderlich and Paluch 
2017). Second, this research broadens the literature on privacy concerns. Past studies in this field focus on 
privacy concerns as an individual predisposition and barely regard, despite their relevance, situational 
privacy concerns (Gu et al. 2017). In addition, as this research uses social presence theory (Biocca et al. 
2003) and evidence from the mere presence of social cues in consumer research (Esmark et al. 2017), it 
enriches the understanding of the sources of privacy concerns (Yun et al. 2018). Notably, the current 
research offers an explanation for the inconsistent findings between social presence and privacy concerns 
documented in previous studies (Li 2012). Third, this research advances the understanding of social 
presence. On the one hand, it shows that the presence of CUI elicits perceptions of social presence. On the 
other hand, the present research considers the so far neglected unintended effects of social presence (Oh et 
al. 2018), as it reveals that perceptions of being watched can result from perceived social presence and lead 
to privacy concerns. 
Background and Hypotheses 
Privacy Concern 
Privacy concerns typically reflect a person’s inherent concerns about a potential loss of privacy (Malhotra 
et al. 2004). Although Malhotra et al. (2004) emphasize that a complete understanding of privacy concerns 
can only be ensured by considering the privacy concerns in specific situations, scholars have devoted barely 
any of their attention to the contextual nature of privacy concerns (Gu et al. 2017) The present study 
considers this context-specific perspective and defines privacy concerns as “consumers’ concerns about 
possible loss of privacy as a result of information disclosure to a specific external agent (e.g., a specific 
website)” (Xu et al. 2011, p. 800). Situational privacy concerns are an important predictor of different 
behavior-related variables, such as the willingness to disclose personal information (e.g., Bansal et al. 2016) 
or the intention to purchase (Pavlou et al. 2007). 
Evidence exists that situational privacy perceptions have their origin in internal factors such as the 
individuals’ disposition towards privacy concerns (Kayhan and Davis 2016; Kehr et al. 2015), information 
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sensitivity (Kayhan and Davis 2016) and internal locus of control (Krishen et al. 2017). In addition, past 
research found that overall business communication (i.e., company reputation, communication quality, 
information sensitivity) (Lwin et al. 2016; Song et al. 2016) or the informativeness of a website (Pavlou et 
al. 2007) shape situational privacy concerns. Moreover, when a website user trusts the website provider, 
s/he will be less concerned about information privacy while visiting the website (Pavlou et al. 2007). 
However, knowledge is scarce on how external factors such as the atmospheric stimuli (i.e., “the sum total 
of all the cues that are visible and audible” (Eroglu et al. 2001, p. 179)) of a website affect situational privacy 
concerns. Research considering privacy-related cues represents an exception in this regard. Past research 
suggests, among others, that the presence of privacy seals (i.e., third-party certification of adherence to 
privacy policy) negatively influences privacy concerns (Zhou 2017). 
The Mere Presence of Conversational User Interfaces 
Broadly, research distinguishes between text- and voice-based CUI (Baier et al. 2018). Independent of the 
mode of communication, the (virtual) service agents/assistants involved in the customer dialogue via CUI 
are characterized by specific qualities that are expected to exert an effect on the evaluation of the interface 
(Wünderlich and Paluch 2017) with downstream consequences (Liew and Tan 2018). Although the study of 
agents’ auditory, visual and identity cues and their downstream consequences is still in its infancy, the 
present study focuses, as a first step, on the effects resulting from the mere presence of CUI. In doing so, 
and in harmony with existing research (e.g., Araujo 2018), this work centers on messaging services 
involving a text-based in-and output. In other words, live chats integrated as push services in online stores 
represent the subject of research. To study the effects of the mere presence of this type of CUI, this study 
combines different streams of research from the fields of information system, consumer behavior and 
psychology. 
Social presence theory (Short et al. 1976) introduced the concept of social presence. Scholars theorize that 
some media are capable of creating an imagined social presence that is similar to an actual presence of 
communication partners during face-to-face communication. More specifically, social presence represents 
“a quality of the medium itself” (Short et al. 1976, p. 65) that indicates the extent to which a medium conveys 
an experience of human contact, sociability and sensitivity (Short et al. 1976). In other words, social 
presence is the “sense of being with another” during a mediated communication (e.g., online 
communication) (Biocca et al. 2003). In this study, social presence is defined as “the extent by which buyers 
perceive the website to effectively convey the presence of the (human) seller behind the website” (Pavlou et 
al. 2007, p. 118). The perceived social presence induces psychological closeness (Choi et al. 2001) and trust 
(Gefen and Straub 2004; Srivastava and Chandra 2018) among media users. Scholars conclude that 
perceived social presence typically predicts positive outcomes. Unsurprisingly, research in this field 
predominantly seeks to understand the sources of social presence (for an overview see Oh et al. 2018). 
Existing studies identify that individual (e.g., demographics) and contextual factors (e.g., task type, social 
cues outside the mediated communication) exert an impact on the perceptions of social presence (Oh et al. 
2018). One of the earliest findings is that the type of media determines the perceptions of social presence. 
Some media are more capable than others to deliver a sense of warmth that is similar to face-to-face 
communication (e.g., Short et al. 1976). Notably, the employed modalities (i.e., text versus audio) are 
important determinants of social presence. For instance, videos and audios lead to higher perceived social 
presence than texts (Kim et al. 2013). Most importantly, evidence exists that perceived social presence is 
built upon atmospheric cues (e.g., visual or verbal information on website) that individuals process often 
unconsciously (Oh et al. 2018). For instance, social cues such as physically embodied agents (Lee et al. 
2006) or the provision of customer reviews (Kumar and Benbasat 2002) enhance the perceived social 
presence of a website. In addition, existing research suggests that the option to immediately share 
information with online communication partners induces a feeling of social presence (Fang et al. 2018). 
CUI also enable a real-time conversation, and thus provide direct access to the seller or representative 
during online shopping (Baier et al. 2018). Conventionally, inside these chat windows, the chat partner 
(i.e., service agent) introduces her-/himself (typically supported by a picture) and explains the service s/he 
provides or simply asks “How can I help you?”. In accordance with the existing findings on the mere 
presence of synchronous communication options in virtual environments (e.g., Fang et al. 2018), this study 
hypothesizes the following: 
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H1: The mere presence of CUI evokes a higher level of perceived social presence than does the absence of 
CUI. 
The relationship between social presence and privacy concerns has been the subject of different empirical 
studies. As social presence conventionally represents a desirable design principle in technology-mediated 
communication, it is traditionally expected that an increasing level of perceived social presence mitigates 
privacy concerns. The rationale behind this assumption is that privacy concerns emerge from the physical 
separation between the buyer and the seller and that the social presence of a website can help reduce this 
distance (Pavlou et al. 2007). While Pavlou et al. (2007) observe a significant negative effect of perceived 
social presence on privacy concerns, Kaushik et al. (2018), for instance, cannot support this finding. These 
inconsistent findings require an in-depth investigation of the underlying mechanisms (Li 2012). 
Empirical findings from consumer research reveal that the presence of employees or other people at the 
physical point-of-sale elicits pleasure (Otterbring and Lu 2018; Söderlund 2016) but also embarrassment 
(Dahl et al. 2001; Di Wang et al. 2017). Esmark et al. (2017) found that the presence of employees at a 
physical retail store contributes to a loss of privacy control because people feel that they are being watched 
when an employee is present. As people typically apply rules learned in physical environments to the virtual 
context (Wang et al. 2007), one can assume that they respond in a similar way to the perceived social 
presence induced by the mere presence of employees in virtual environments. Specifically, this research 
proposes that the mere presence of CUI in online stores symbolizing the presence of service agents 
(i.e., employees) elicits perceptions of social presence that translate into perceptions of being watched 
(i.e., belief that s/he is being watched by others) (Gilovich et al. 2000) among website users. These 
perceptions, in turn, might translate into privacy concerns because privacy is invaded when a person feels 
as though they are being observed (Benn 1984). In sum, this study hypothesizes as follows: 
H2a: Perceived social presence positively influences the perception of being watched. 
H2b: The perception of being watched positively influences privacy concerns. 
H2c: The mere presence of CUI affects privacy concerns through a serial mediation of the perceived social 
presence and the perception of being watched. 
Methods and Preliminary Results 
The current research aims to test the above-stated hypotheses across different experimental studies 
combined with a survey. To conduct a preliminary test of hypotheses H1 and H2a-H2c, messaging services 
(i.e., live chat embedded in an online store) serve as an example for CUI. 
Study 1 
Study 1 tested whether the mere presence of CUI induces perceptions of social presence. Therefore, eighty 
US-based participants were recruited from Amazon Mechanical Turk (MTurk). Respondents received 
$0.50 upon completion of the survey. Prior to data analysis, the answers of six participants who did not 
answer the trap question in the intended way were excluded, leaving a total sample of 74 participants 
(43 females; mean age = 39.93 years (SD = 11.21)). 
To test the effects of the mere presence of CUI, this study employed a one-factor (i.e., presence of CUI: yes 
vs. no) between-subjects design. Hence, two versions of a fictitious website of an online store for beauty and 
personal care products were created. Beauty and personal care products were selected because they are one 
of the fastest growing categories in the US retail e-commerce (Koch 2019). For the experimental group, the 
website comprised a chat window in which the service agent asked: “Hi, I am Eva, your personal assistant. 
How can I help you?”. While this window was eliminated for the control group, all the remaining design 
elements were held constant for the experimental and the control groups (Figure 1). The design of both the 
website and the chat window was inspired by current examples in practice. The realism of these website 
screenshots was pretested by persons who were familiar with website design. Their feedback resulted in 
several changes (e.g., color scheme of website) to address current trends in website design. 
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Figure 1. Stimuli in study 1 and study 2 
 
Study 1 used a survey and offered the scenario of a fictitious online store’s website. Respondents were 
randomly assigned to one of two scenarios (i.e., control versus experimental). The scenario included a 
screenshot of the website (Figure 1) and a brief description of a situation (i.e., respondents were asked to 
imagine that they were browsing the fictitious online store “PRO”). After having contact with the screenshot 
(i.e., any time limitations were set to consider the respondents’ habits), the participants replied to items 
measuring their perceived social presence (Gefen and Straub 2004) and the perceived informativeness of 
the website. Finally, they indicated their sociodemographic background (experimental group: 21 females; 
mean age = 38.61 years (SD = 10.71); control group: 22 females; mean age = 41.33 years (SD = 11.71)). 
A one-way ANOVA revealed that the presence of CUI leads to a higher perceived social presence (α = .95) 
than that of the absence of CUI (presence: M = 3.98, SD = 1.70; absence: M = 3.03, SD = 1.38, 
F(1, 72) = 7.03, p = .01, η² = .089). In addition, the perceived informativeness of the website was captured. 
As intended, the results reveal a nonsignificant difference with regard to these perceptions between the 
experimental group and the control group (presence: M = 3.75, SD = .98; absence: M = 3.84, SD =.72, 
F(1, 72) = .22, p = .162, η² = .033). Hence, H1 was supported. 
Study 2 
Study 2 examined whether the mere presence of CUI evokes perceptions of being watched that, in turn, 
affect privacy concerns. This study also employed a one-factor (i.e., presence of CUI: yes vs. no) between-
subjects design. Seventy US-based participants were again recruited from MTurk. MTurk respondents 
received $0.80 upon completion of the survey. Prior to data analysis, ten participants who either took part 
in study 1 (n = 4) or provided incorrect answers to a trap question were excluded, leaving a total sample of 
64 participants (34 females; mean age = 36.95 years (SD = 12.84)). 
Control group Experimental group
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Study 2 used the same stimulus material as those used in study 1. The questionnaire additionally included 
multi-item scales used to capture the perception of being watched (Esmark et al. 2017), privacy concerns 
(Xu et al. 2011) and social presence (Gefen and Straub 2004). The respondents indicated their perception 
of being watched, their privacy concerns and the perceived social presence after having contact with the 
above described stimulus material. The order of these measures, as well as the items measuring the latent 
variables, were randomized in the online questionnaire. Finally, the respondents indicated their 
sociodemographic background (experimental group: 14 females; mean age = 36.78 years (SD = 11.21); 
control group: 20 females; mean age = 37.12 years (SD = 14.47)). The manipulation was successful, as 96% 
of the respondents recalled the website correctly. 
Partial least squares structural equation modeling (SEM) and SmartPLS software were used to test H1 and 
H2a-H2c (Ringle et al. 2015). SEM allows one to simultaneously estimate relationships and multi-item 
measurement models (Hair et al. 2016). In addition, partial least squared SEM is suitable for the inclusion 
of binary variables such as our experimental variables (i.e., presence of CUI). 
To evaluate the multi-item measurement instruments, criteria such as indicator reliability, internal 
consistency, and convergent and discriminant validity were used. All employed items were statistically 
significant, suggesting indicator reliability. As the values for Cronbach’s alpha (α) (i.e., α social 
presence = .86,  α being watched = .92, α privacy = .91), composite reliability (CR) (i.e., CR social presence = .894, CR being 
watched = .939, CR privacy = .936) and average variance extracted (AVE) (i.e., AVE social presence = .632, AVE being 
watched = .757, AVE privacy = .785) were greater than the recommended thresholds (Hair et al. 2016), construct 
reliability and validity apply. Following the criterion of Fornell and Larcker (1981), all considered constructs 
discriminate each other. In detail, the square roots of all AVE values were higher than any other 
interconstruct correlations. The heterotrait-monotrait ratio provides additional support for the 
discriminant validity of the constructs, as all correlations were below the value of .619 (Henseler et al. 2015). 
 
Figure 2. Results of study 2 
The statistical significance of the structural paths was tested using the bootstrapping resampling procedure 
with 5,000 samples. The results indicated that hypotheses H1 as well as H2a and H2b were supported 
(Figure 2). Testing the significance of the indirect effect provided support for H2c (ß = .068, t = 1.908, 
p = .056). The coefficient of determination (R²) represents the extent to which the variance in the 
dependent variable(s) is explained by the independent variables in the model. By convention (Henseler et 
al. 2009), R² levels of .67, .33 and .19 are considered substantial, moderate, and weak, respectively. Hence, 
the explanatory power in this model was weak. Using the blindfolding procedure, the predictive relevance 
of the path model was confirmed. The Stone-Geisser’s Q² values were greater than zero for all the 




R² = .180 
Privacy concern
R² = .220 
H1: .309
(t = 2.937, p = .003)
-.096 (t = .682, p = .495)
H2b: .520
(t = 3.850, p = .000)
Perceived social
presence
R² = .095 
H2a: .424
(t = 5.083, 
p = .000)
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Conclusion and Further Steps 
Preliminary Implications 
The current research provides preliminary insights into how the mere presence of CUI affects privacy 
concerns. The results of two experimental studies reveal that the presence of CUI on a website evokes 
perceptions of social presence. This finding corroborates previous results demonstrating that the mere 
opportunity for synchronous communication enhances perceptions of social presence (Fang et al. 2018). 
Most importantly, the present studies find that the social presence elicited by the presence of CUI on a 
website induces similar responses among website users as those observed when employees are present in a 
physical store (Esmark et al. 2017). In particular, the perceived social presence induces perceptions of being 
watched that translate into privacy concerns. On the one hand, this finding supports the assumption that 
humans apply responses learned in nonvirtual environments to virtual environments (Wang et al. 2007). 
On the other hand, this finding provides an important contribution to the existing research on virtual social 
presence that thus far exclusively demonstrated positive effects (Oh et al. 2018). In addition, this 
preliminary result offers an explanation for the inconsistent findings reported for the relationship between 
perceived social presence and privacy concerns (Li 2012). An important managerial implication is that 
website providers should carefully use CUI because their mere presence can yield privacy concerns among 
website users. 
Further Steps 
To derive further implications from these findings, additional research is required. The current studies have 
several limitations that provide avenues for further research. First, the present research was conducted in 
a specific research context. Hence, in a next step, boundary conditions for the postulated relationships must 
be identified. For instance, insights are needed on how the effects of CUI presence vary when the 
embarrassment of the websites’ content (e.g., product category) increases (Dahl et al. 2001). Another 
important avenue for future research is to integrate characterizing elements of the CUI itself. A preliminary 
study among the largest European online retailers suggests that the majority of service providers use 
messaging services driven by AI (Emarsys 2017). Variance exists with regard to the visual design of the 
virtual service agents. While some retailers use real pictures of human service agents, others employ robot-
related icons. Empirically testing the effect of humanness in service agent visuals is important to enrich 
existing research on CUI (Wünderlich and Paluch 2017) and on anthropomorphism (Epley et al. 2007). 
Findings on the characteristics of CUI are particularly important for developers of CUI. 
Second, with the overall aim of validating the robustness of the observed effects, additional research should 
consider individual factors (e.g., familiarity with different CUI use cases, technology affinity, general CUI 
usage) to shed light on how they moderate the postulated effects. For instance, evidence exists that 
individuals who gained considerable knowledge of a task stimulus focus on task-related information rather 
than on task-irrelevant information (Larkin et al. 1980). Third, although research on the mere presence of 
others regularly refers to the use of noninteractive stimuli and hypothetical situations (e.g., Otterbring and 
Lu 2018), future studies should aim to overcome the associated threats to validity. Specifically, upcoming 
studies will rely on actual website interaction. A field experiment will also capture behavioral measures and 
validate the existing findings. Finally, a next step in this research area should consist of testing the effect 
for the second important use of CUI in e-commerce; namely, the voice-based CUI. Including downstream 
consequences of privacy concerns in the current research model might yield interesting insights when 
directly comparing text- and voice-based CUI. 
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